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September 4, 2019
Jason T Garnar, County Executive:

The Department of Audit and Control has audited the Department of Information Technology.  The principal objective was to ascertain the extent to which critical systems have been identified by the Information Technology Department and the extent to which plans have been put in place to recover and/or restore those systems in the event of a loss.
The audit was conducted in accordance with generally accepted auditing standards. Such standards require that the Department of Audit and Control plan and perform the audit to adequately assess the accuracy of the financial records and the adequacy of the internal controls, and that we examine, on a test basis, sufficient, competent and relevant evidence to afford a reasonable basis for our conclusions.

Based on the results of our examination, it is our opinion that the Department of Information Technology does not have a plan in place to recover and/or restore critical systems in the event of a loss.
Sincerely,

Alex J. McLaughlin

Comptroller

cc: Daniel J. Reynolds, Chairman of the Legislature

     Members of the Legislature

     Aaron M. Martin, Clerk of the Legislature







     James Dutcher, Director of IT
Background:

The objective of our review was to ascertain the extent to which critical systems have been identified by the Information Technology Department and the extent to which plans have been put in place to recover and/or restore those systems in the event of a loss.

Presently, the Information Technology Department does not have a recovery plan.

AUDIT FINDINGS, RECOMMENDATIONS AND RESPONSES
FINDING 1:  NO FORMAL RECOVERY PLAN
The Department of Information Technology has not developed or adopted, a 
disaster recovery plan.
A disaster recovery plan provides a framework for reconstructing vital systems to resume time-sensitive operations and services in the event of a disaster. Typically, a disaster recovery plan involves an analysis of business processes and continuity needs and the role of key individuals and processes to maintain or quickly resume operations.  Additionally, the disaster recovery plan should include procedures for routine backup of applications and data, secure storage of backup media and periodic testing of the backups to ensure they function as expected.  The plan should be distributed to all responsible parties, periodically tested and updated as needed.

                        Without a comprehensive disaster recovery plan and procedures for backup and 
secure storage, Broome County is at an increased risk of losing critical information and/or an interruption of services.

RECOMMENDATION:
                        We recommend that the Department of Information Technology develop a 
                         disaster recovery plan. We also recommend that the disaster recovery plan be 
                         periodically reviewed, updated, and tested.
MANAGEMENT RESPONSE:
We have engaged vendor TetraTech to create our Disaster Recovery Plan.  This will be ready Sept/Oct 2019 to present to the County Executive and Legislature.

FINDING 2:  CONTINUITY OF OPERATIONS/CONTINUITY OF GOVERNMENT (COOP/COG) PLAN NOT ADHERED TO
                           During the course of our review, we initially inquired about a disaster recovery plan specific to the Department of Information Technology. We were referred to the Continuity of Operations/Continuity of Government Plan (COOP/COG). This document has been developed by Emergency Services with the assistance of an outside vendor. The stated purpose of this plan is to describe the ways in which Broome County departments, including the Department of Information Technology, will sustain the capability to perform critical functions during and after a disruption. We noted that the processes detailed in the plan are not practiced. Specifically, we noted that there is no regularly scheduled testing, training and exercising of personnel, equipment, systems, processes and procedures used to support the County during an emergency event. Finally, we note that although IT does maintain connectivity at an alternate facility, the connection is not adequate to support the entire County and its operation has not been tested.

                           A comprehensive disaster recovery plan ensures that appropriate personnel 

know these processes and periodically test the disaster recovery plan and back 

ups to ensure they will function when needed.
                           Not adhering to the requirements stipulated in the COOP/ COG plan
                          (as it   relates to IT operations) increases the risk that Broome 
                          County would not be prepared to effectively respond to a disaster.

RECOMMENDATION:
We recommend that the Department of Information Technology follow the requirements outlined in the COOP/COG plan.
MANAGEMENT RESPONSE:

As noted that the processes detailed in the plan are not practiced, this is because the IT Dept is not properly staffed to regularly practice.  With proper staffing there would be the personnel and time available for the regularly scheduled testing, training and exercising of personnel, equipment, systems, processes and procedures used to support the County during an emergency event.  To compensate, we keep detailed backup/recovery procedures of our systems and services.  Although not regularly practiced, our procedures are accurate where have executed them (recently) to recover specific systems/services. Historically, ITS dept staff have always been available and have successfully responded to past emergency events. 

It should be noted that our alternate facility is co-located with OES.  Please refer to the prior paragraph regarding testing.  Additional monies are needed to have adequate connectivity and other resources to support the entire County and its operation for ongoing proper/continual testing.

