Common Scams

Broome County Sheriffs Office



What is the Goal of a
Scam

& Scammers look to force quick action to
limit the amount of thought you give to
decisions

& Fear (threats of arrest, Money being stolen, Etc)

¢ Rushing you into giving information

& Scammers want you to keep secret about
your interactions
& The less people who know, the less to stop you

& Many stores are familiar with scam processes,
and may try to intervene

& Scammers want to get as much money or
value out of you as quickly as possible




Who is trying
to scam?

& Typically scams will originate overseas
with large scale call centers

® Some cases of Domestic Scam centers
or groups, typically on a smaller scale

& Recent uptick 1n the use of third
parties to pick up sums of cash in
person

https://www.nytimes.com/2021/01/27/magazine/scam-call-centers.html



How does a Scammer collect
Money?

& Store Gift cards/ Visa Gift Cards
& CASH

¢ Bank Accounts/Transfers

& Credit Cards




Major Signs of a Scam

¢ Demanding that you stay on the phone, including while in the bank or store

¢ Demanding that you lie about your intentions or reasons for taking out money or buying
gift cards

& Insistence that non-compliance will result in immediate negative action
¢ Shaming you into believing that you are part of a criminal enterprise

& Rushing the victim 1s a major component of most scams

2021 FRAUD CONTACT METHODS BY AGE AND SHARE OF LOSS REPORTS

Social Media Website or App Online Ad or Pop-up B Mail
Phone call B E-mail Text Other

YOUNGER
ADULTS (18-59) % 30% 4%‘ 12%

OLDER ADlE}é.(;rj % 21% n 5% ‘ 13%

% OF LOSS REPORTS

https://www.ftc.gov/news-events/data-visualizations/data-

1 - 1 L — - - Figures are based on fraud reports to the FTC's Consumer Sentinel Network that indicated a dollar loss, including reports
SpOthght/ZOZZ/ 12/who 2 L e R O StOI'y all Gl provided by data contributors. Reports without age and contact method data are excluded from percentage calculations.




Tech Support Scam

& Typically starts with a pop up on your computer, or

S
-I! cesescesscssesscsses & This pop up on the computer will typically appear
< Gutoway Dosiop Compute @ legitimate, and will direct you to call a number
a2 !"

5 provided, which will not lead to Microsoft or
' -' whatever the pop-up claims to be

¢ Emails may contain links requesting you to log into
accounts for security purposes

¢ Email address may look to be real at first glance, but
may however be fraudulent

¢ Pop-ups and Emails will claim immediate action is
needed
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Grandparents
Scam
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Caller pretends to be a
relative

May know personal
information

Pretends to be in legal trouble
Requests financial aide

Urges that you hurry




Contractor Scams

& Demands cash payment before work begins
¢ Has no Identification or Address
& Requests you use a specific lender

& Asks you sign things quickly without looking




Sweepstakes/Lottery

%

Claims you won a contest
you never entered

Asking for your financial
information

Claims money will be put
into your account, and as
soon as it 1s, you are
pressured to return some of it

Too good to be True




How to protect yourself




Resources



http://www.ftc.gov/
http://www.irs.gov/
https://www.bbb.org/
http://www.fraud.org/

To Report a Crime
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